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ABSTRACT
This study developed a psychometric scale to measure users’ cybercrime awareness level on social 
media. Psychometric properties of the Cybercrime Awareness on Social Media Scale (CASM-S) were 
tested based on data collected from 1045 social media users. Exploratory factor analysis (EFA) with 
principal components analysis was used to identify the underlying factor structure of the scale 
(N = 545). The results revealed that the scale has a unidimensional factor structure. The scale was 
found to have a high internal reliability (α = .957). Confirmatory factor analysis (CFA) was conducted 
to verify factor structure of the CASM-S (N = 500). Results revealed that the one-factor model fits the 
data well (x2/DF = 2.757, CFI = .939, SRMR = .0366, RMSEA = .059). Further, the study evaluated the 
concurrent validity of the scale (r = .855, p < .001). The findings revealed that the CASM-S is a reliable 
and valid tool to measure users’ cybercrime awareness level on social media.
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Introduction

Cybercrime is a criminal activity which is carried out in 
cyberspace by using computer-based systems. The com-
puter-based systems including personal computers, 
tablets, smartphones, Internet of Things (IoT) can be 
used to commit a crime as well as become a victim of 
cybercrime.1 Recently, the number and sophistication of 
cybercrimes have been increased globally.2 The 
increased usage of digital environments motivated 
cybercriminals to commit crimes in cyberspace rather 
than the real world.3 Cybercriminals can be anyone from 
script kiddies to hackers, from organized groups to some 
state governments.4 The crimes committed online can 
vary including child pornography, cyber extortion, cyber 
espionage, crypto jacking, data breach, e-mail fraud, 
identity theft, illegal interception, illegal gambling, 
infringing copyright, and phishing.5 The cybercrimes 
threaten the privacy of users, bank accounts, health- 
related data, social media accounts as well as big com-
panies’ availability, confidentiality, and integrity of the 
data.3

In the past, the cyberattacks were not as complicated 
as today’s attacks and there were fewer computer-based 
systems to protect.6 However, the rapid advancement of 
technology has made cybercrimes easier and more 
sophisticated.7 The increased usage of smartphones, 
IoT devices, social media platforms, cloud platforms, 
and crypto mining also escalated the effects of 
cybercrimes.8 As stated in several scientific research 

reports, cybercrimes cost a few trillion dollars to the 
world economy each year, and this cost is expected to 
increase every year.9

The history of cybercrimes over the decades can be 
seen in Table 1. The history of cybercrime is important 
to understand how crimes have been evaluated over the 
years. For example, phone phreaking began in the 
1950s.10 Phone phreaks were hijacking the protocols in 
phone systems to make free calls for long distances. The 
phone phreaking can be considered as the first cyber-
crime in the digital world. The computer vulnerabilities 
and hacking term emerged in the 1960s.10 The founda-
tion of cybersecurity began in the early 1970s with the 
project called “Advanced Research Projects Agency 
Network” (ARPANET).10 This was the first packet- 
switched network before the Internet. The first virus 
was created in 1971 in ARPANET’s network, and 
famous hacker Kevin Mitnick was arrested for the first 
cybercriminal behavior in 1979.10 In the 1980s, numer-
ous computer-related attacks have occurred.11 In 1985, 
the USA (United States of America) Department of 
Defense (DoD) created computer security guidelines, 
called as Trusted Computer System Evaluation Criteria 
(TCSEC). The TCSEC was later named as “Orange 
Book.”11 In the 1990s, initially computer viruses and 
later computer worms became very popular. In the 
2000s, the Internet has grown fast. The first organized 
hacker group emerged in the beginning of the 2000s. In 
this area, just opening the website was enough to get 
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infected with a virus. In the 2010s, cybercriminals dis-
covered several security breaches in computer network 
protocols as well as in software applications. Between 
2010 and 2020, ransomware-related attacks became very 
popular. LockerGoga Ransomware blocked the infected 
systems and caused millions of dollars in damage.12 In 
2020, CovidLock Ransomware affected several Android 
devices by encrypting the data on devices which resulted 
in denying data access for legitimate users.13

These days (2020s), it is almost possible for cyber-
criminals and organized hackers to hack everything in 
cyberspace. Professional websites provide cybercrimes 
as a service to commit crimes on the digital platforms.14 

It is important to note that back in the early days, 
cybercriminals were using some simple techniques to 
launch digital attacks. However, currently, cyberattacks 
have been seen as a way of making millions of dollars 
which big corporations and organizations are behind.6 

Nowadays, cybercrimes which target the social media 
environments are becoming so popular.15

An excessive use of social media platforms have been 
reported especially during the COVID-19 pandemic.16 

Almost half of the world’s population spend most of 
their time on social media platforms.17 Social media 
companies store sensitive users’ information such as 
name, surname, address, workplace, and important 
images and videos.18 There are several cybercrimes com-
mitted in social media platforms including cyber bully-
ing, hacking, fraud, selling illegal things, spreading 
disinformation, and promoting spams.18 In addition, 
there is a tremendous increase in fake profiles in social 
media which are responsible for posting illegal content 
as well as spamming legitimate.18 We can basically clas-
sify these crimes into three categories: Cybercrimes tar-
geting social media users, facilitated on social media 
platforms, and advertised on social media platforms.1 

By the end of 2019, 9.6 billion social media records were 
compromised.19 From 30% to 40% of the social media 
platforms are somehow responsible for hacking 
activities.15 Malicious software (malware) can be easily 
spread on social media environments by hiding in 
attachments, links, and messages.20 Further, the 

majority of the companies are worried about their net-
work security because of the use of social media plat-
forms by their employees.21

Awareness may have a positively significant effect on 
users’ security and privacy knowledge.22 Nevertheless, 
cybercrime awareness in social media platforms is not 
examined deeply by the researchers. The users are as 
important as software developers and social media con-
tent providers. This is because at the end of the day, 
users use social media platforms, if the users are not 
careful enough, the cybercriminal will be successful no 
matter how software applications are bugs-free. 
Furthermore, the social media platforms are distributed 
over the Internet globally and there is no proper control 
over these complex platforms. Without the proper 
security standards, policies, and regulations, it will be 
almost impossible to fight against the cybercriminals. 
Hence, there is an urgent requirement to develop train-
ing programs to raise the user’s awareness on social 
media platforms.

In general, the social media users are the weakest 
chain in the protection of cybercrimes and they can be 
easily convinced by using social engineering attacks. The 
social media companies which provide the services to 
the users are also prone to cybercrimes. Both social 
media users as well as social media content providers 
must be educated with seminars, training programs, and 
conferences regularly to inform them about cybercrimes 
and their destructive consequences. Accordingly, the 
present study aimed to develop a new scale to measure 
cybercrime awareness level of the social media users. 
The study evaluated psychometric characteristics of the 
scale by following rigorous methodological standards.

In order to measure the cybercrime awareness on 
social media platforms, the well-defined policies, guide-
lines, and cybercrime awareness scale are needed. As far 
as we know, the proposed scale is the first scale which 
measures cybercrime awareness on social media plat-
forms. The suggested scale is crucial since it determines 
the social media user’s awareness level against cyber-
crimes. We think that the proposed scale can be used 
as a policy guideline for social media users to increase 
awareness while decreasing the possibility of compro-
mise. In addition, the proposed scale will be one of the 
main sources for future researchers who want to mea-
sure and improve the cybercrime awareness level of 
users on social media platforms.

Literature review

There are a few scientific publications which are some-
how related to cybercrime or emphasize the cybercrime 
awareness on social media environments.23 These 

Table 1. The history of cybercrimes over the decades.
Period Cybercrimes

1950s Phone phreaking started
1960s Vulnerability and hacking terms emerged
1970s Computer security term appeared
1980s From ARPANET to the Internet
1990s Computer virus and worms became popular
2000s The usage of the internet excessively growth
2010s Cybercriminals exploited several security breaches and 

cybercrimes became an industry
2020s Social media related cybercrime increased
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studies are crucial since we utilized the methods that 
were used in those studies when we built the proposed 
scale. The studies were discussed based upon the main 
idea, presented method, relevance of study area, and 
limitations of the proposed method. This study pro-
posed a new scale for measuring cybercrime awareness 
on social media platforms and contributed to the field by 
reducing shortcomings of the existing studies.

Prior studies focused on combating with cybercrimes 
via outreach, prevention and users’ awareness.24 

Criminals on online platforms have more knowledge 
when it comes to using high-tech facilities, therefore, 
in order to effectively fight against those criminals, orga-
nizations and law enforcement authorities should work 
together.24 Further, comprehensive information security 
policy is needed to identify the cybercrime trends 
beforehand and prevent those trends of crimes.25 It is 
important to note that awareness is the key to informa-
tion security policy compliance.26 Raising the users’ 
awareness on all levels as well as continuous training of 
the vulnerable groups in protection against potential 
cybercrimes may reduce cyber risks globally.

Saridakis et al.27 investigated how personal characteris-
tics, user awareness, and user behavioral patterns are 
related to be a victim of cybercrime. They prepared ques-
tionnaire was tested on 700 individuals and a model used to 
examine the probability of an event. Their results showed 
that the explanatory variables can be ordinal, dichotomous, 
or continuous. According to their results, the users who 
shared less information on social media were less likely to 
become a target of cybercrime. If the users had a high 
awareness level, they were also exposed to less cybercrimes. 
Their results also demonstrated that social media usage had 
a significant impact on online victimization. However, the 
effects may change based on the type of social media usage. 
For instance, for Facebook and Google there was no con-
nection between the usage and victimization, while for 
LinkedIn and Blogger there was a strong correlation 
between the usage and victimization.

Almansoori et al.28 focused on the challenges of analyz-
ing cybercrimes on social media platforms. They assumed 
that several social media users do not have enough knowl-
edge about security concerns when performing actions on 
online platforms. Their research goal was to find out the 
characteristics of cybercrimes committed on social media 
platforms. They used Python scripting language for data 
analysis and the results indicated that poor and uneducated 
people committed more cybercrimes. In addition, the users 
aged between 20 and 25 committed more crimes as well.

Prior studied indicated that although the usage of social 
media enhanced the business opportunities, they also 
brought several security issues for individuals as well as 
organizations. For example, a systematic review evaluated 

18 publications to explore the effect of social media plat-
forms for OSINT (open-source intelligence) concept.29 The 
results indicated that usage of social media increased social 
cohesion as well as enhanced the business opportunities. 
The social media data were used to identify the terrorist 
group communications by analyzing the collected crime 
data. Most of the reviewed studies showed that social 
engineering attacks increase the level of risks on social 
media platforms. However, the social engineering threats 
could be mitigated with increasing users’ awareness level.

Social media platforms produce a high volume of diverse 
data and users are not careful when they share information 
on these platforms. This raises the privacy and security 
issues on social media platforms.30 Soomro and Hussain20 

categorized the cybercrimes committed on social media 
and provided valuable recommendations to decrease the 
level of being a victim of cybercrimes. Cybercrimes which 
are carried on social media platforms can be categorized as 
malware, identity theft, social engineering, phishing, bur-
glary, cyber-casing, and cyber-stalking.20 Further, cyber 
intrusion, data breaches, credit card fraud, and disaster 
fraud crimes are rising on social media platforms. 
Therefore, social media users should be cautious about 
the information shared publicly, check authenticity of 
e-mail addresses, install up-to-date security tools, and be 
careful when clicking the links, images, and videos.20

Recently, the cybercrime awareness among students 
have been investigated. Ismailova et al.31 investigated 
cybercrime risk awareness level among the students in 
Kazakhstan as well as Kyrgyzstan. A study group of 
156 students was selected from both countries to 
measure cybercrime risk awareness by using 51 ques-
tions related to cybercrimes. A one-way analysis of 
variance was performed on the collected data to test 
whether independent variables have an impact on the 
cybercrime awareness level or not. Their results 
demonstrated that gender and age significantly 
affected the cybercrime awareness level in 
Kazakhstan, while gender and age had no significant 
effect on the awareness level in Kyrgyzstan. This dif-
ference may be due to computer literacy level and 
information security knowledge among the students 
of the two countries.

Another study investigated cybercrime awareness in 
Saudi Arabia.32 The study tested awareness on security 
practices and incident reporting by using an online 
questionnaire applied to 1230 participants. The results 
indicated that 32.5% of the participants were not aware 
of phishing attacks, 31.7% of the participants used free 
Wi-Fi services in order to connect to the Internet, 51% 
participants utilized personal information when creat-
ing passwords, and 21.7% of the participants were 
a victim of cybercrimes. Likewise, a recent study has 
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investigated information security awareness on social 
media among female secondary school students in 
Saudi Arabia.33 Their results indicated that Instagram 
and Snapchat were the most used social media appli-
cations among the young female students in Saudi 
Arabia. The results showed that 48% of the partici-
pants had information security awareness to a certain 
degree on social engineering techniques as well as fake 
gates. However, awareness on hacking activities and 
updating passwords regularly was weak. The study 
emphasized that the awareness level of young female 
students was low and this awareness level needs to be 
increased with proper training programs. In a similar 
study, cybersecurity awareness among undergraduate 
students at Majmaah University in Saudi Arabia has 
been investigated by collecting data on forged ads, 
computer viruses, phishing, popup Windows, electro-
nic e-mails, and supplementary outbreaks via 
questionnaires.34 The findings implied that there is 
an urgent need to train users to raise cybercrime 
awareness level and consequently to be less threatened 
by cyberattacks.

Cybercrime awareness among the elderly people has 
been investigated by prior studies. For example, 
Alwanain35 conducted an experimental study to evaluate 
the phishing awareness among elderly users in social 
media. The study assumed that old people were targeted 
by cybercriminals more due to their lack of knowledge 
about the cyber risks. The experiment was performed on 
WhatsApp by analyzing elderly users’ daily communica-
tions. The results indicated that training elderly users for 
phishing awareness had a positive effect on the identifica-
tion of phishing attacks. In a similar study, the correlation 
between victimization and cybercrime awareness was 
examined for people who were older than sixty (60) years 
old.36 The predefined awareness questions were asked to 15 
elderly people. They found that most of the participants 
were using Facebook frequently, but hey were not very 
familiar with other social media platforms like Instagram 
and Twitter. They pointed out that normal cybercrime 
awareness education was not always useful for the people 
who were older than certain ages since they were not 
familiar with several Internet terms, norms, and practices. 
On the other hand, Alwanain37 examined security aware-
ness on phishing attacks among children aged between 7 
and 13. They performed two test cases to determine the 
security awareness levels by analyzing daily WhatsApp 
communications. The experiment results showed that 
training children on phishing awareness has a noticeable 
positive effect on the detection of the phishing messages.

Prior studies indicated that if users have higher security 
awareness, they are less likely to be a victim of cyber-
crimes. Most of the evaluated publications were restricted 

to certain age groups (children, students, elderly, etc.) and 
performed on restricted regions (universities, certain city 
or country) which cannot be generalized to a broader 
population. Besides, none of these studies were focused 
on cybercrime awareness on social media platforms. 
Accordingly, the present study aimed to develop 
a cybercrime awareness scale which would reliably mea-
sure the awareness level of social media users. This study 
may eliminate the shortcomings of prior studies and make 
significant contributions to the cybersecurity literature.

Method and findings

It is important to note that when developing a new scale 
evidence of internal consistency, content validity, and 
criterion validity should be provided.38 All these 
together provide evidence of construct validity that is 
defined as “the extent to which the scale measures what 
it is purported to measure.”39 Construct validity estab-
lishes a link between psychometric measurement and 
theory and it is an essential step for the development 
of high-quality scales.40,41 Each stage of the development 
process shown in Figure 1 will highly contribute to the 
construct validity of the proposed scale.

Scale development process was initiated with the gen-
eration of scale items. Then the item pool was evaluated 
by the expert panel for content validity. The researchers 
were collected the initial data by using the items that have 
survived from the expert panel evaluation. The EFA was 
employed to determine the underlying factor structure of 
the proposed scale. It is not recommended to use the 
same data both for development of the scale and for 
testing the psychometric properties of the new scale due 
to the concerns about common method variance.42 

Further, it was recommended that if any items are 
removed or added from a scale, then the updated scale 
should be administered to a different independent 
sample.43 Accordingly, the researchers were collected 
the secondary data by using the refined items. The CFA 
was employed to verify factor structure of the scale result-
ing from the EFA. Concurrent validity, which is a type of 
criterion validity, was tested to discover how well the new 
scale compares to a well-established scale. Finally, an item 
discrimination analysis was conducted to test discrimi-
nating power of the proposed scale.

Study 1

Content validity

Researchers systematically reviewed the relevant litera-
ture and existing legislations on cybercrimes and their 
types for the development of a theoretical foundation for 
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the new scale. Prior research developed a tool measuring 
crime committed by using information systems.4 The 
researchers enhanced and tailored existing tools by con-
sidering the existing legislations and panel codes and 
focusing on cybercrimes that can be committed on social 
media. The researchers aimed to develop sample items 
that adequately represent the construct under investiga-
tion to establish content validity. The researchers endea-
vored to generate short, simple, and easy to understand 
statements that measure only one concept at a time.

The initial items were evaluated by expert panel 
including three experts with a doctorate degree in mea-
surement and evaluation, law, and cybersecurity. The 
experts panel assessed each item by labeling them as 
“should be removed, revised or appropriate.” The imple-
mentation of the suggested modifications helped 
researchers reach the 25-item final form. The final form 
was written in both Turkish and English languages.

Participants and procedure

The “institutional review board” of the affiliated univer-
sity approved this study (#2022-2). Data obtained from 
the participants with full informed consent. The study 
used a purposive sampling methodology and population 
of the study was active social media users. The first study 
consists of 545 social media users who have a mean age of 
21.99 years ±6.71 (ranged between 14 and 58). In all, 55% 
of the participants were male (300 male and 245 female). 
86.6% of the participants were students and their class 
levels were 42.9% freshmen, 23.3% sophomores, 9.5% 
were juniors, 7.9% were seniors, and 3% graduate students 
(master or doctorate). 20.7% of the respondents stated 
that they use social media 1–2 hours per day, while 42.8% 
of the respondents use social media 3–4 hours, 24.8% of 
the respondents use social media 5–6 hours, 6.4% of the 
respondents use social media 7–8 hours, and 4.4% of the 

Figure 1. Scale development process.
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respondents use social media over 8 hours. The results 
showed that YouTube, Twitter, Instagram, and 
WhatsApp were the most used social media apps. 
Table 2 shows descriptive statistics for the demographic 
characteristics of the respondents.

Exploratory factor analysis

EFA with principal-components-analysis as factor extrac-
tion method was used to determine underlying factor 
structure of the new scale. After the third run, two items 
were eliminated since they failed to load significantly and 
one item was eliminated since it significantly loaded on 
two factors. The results of the principal-component- 
analysis with varimax-rotation indicated one-factor struc-
ture with 22 items, explaining 52.51% of the total var-
iance. Scree plot shown in Figure 2 indicates the eigen 
value related to each principal component.

KMO (.973) and Bartlett’s test results (χ2 

(DF = 231) = 7225.472, p < .001) revealed the items were 
suitable for a factor analysis. Loadings were ranged between 
.655 and .790, which were greater than the threshold of 
.40.44 Moreover, communalities were ranged between .429 

and .625, which were greater than the threshold of .30.45 

Internal consistency reliability of the scale was tested by 
conducting a reliability analysis. Cronbach’s alpha of the 
scale was found as .957. The scale having a Cronbach’s 
alpha over .70 indicated a good internal consistency 
reliability.41 Further, skewness (SE = .105) and kurtosis 
(SE = .209) measures were ranged between +3 and −3, 
indicating that the data show a normal distribution.44 

Table 3 shows descriptive statistics along with factor ana-
lysis, reliability and normality results.

Study 2

Sample and procedure

The second study consisted of 500 participants (mean 
age = 21.99 SD = 6.97). The participants’ age ranged 
from 14 to 60. In all, 56.2% of the participants were male 
(281 male and 219 female). Most of the participants were 
students (87%). Regarding their class level 36.6% of the 
respondents were freshmen, 23.4% were sophomores, 
9.2% were juniors, 7.8% were seniors, and 3% were 
graduate students (13% were not a student). The parti-
cipants declared that 21.2% of them spent less than 2 
hours per day on social media, 42.8% of them spent 
more than 2 hours, 23.8% of them spent more than 4 
hours, 6.8% of them spent more than 6 hours, and 5.4% 
of them spent more than 8 hours.

Instruments

“Cybercrime Awareness on Social Media Scale” 
(CASM-S)
The CASM-S was developed and tested in this study. The 
scale has 22 items rated on a five-point Likert scale ran-
ging from “1 = strongly disagree” to “5 = strongly agree.” 
Appendix shows scale items and scoring information.

Table 2. Descriptive statistics of participants.
Frequency Percent (%)

Gender Male 300 55
Female 245 45

Class level Freshmen 234 42.9
Sophomores 127 23.3
Juniors 52 9.5
Seniors 43 7.9
Graduate students 16 3
Not a student 73 13.4

Social media usage 1–2 hours 113 20.7
3–4 hours 233 42.8
5–6 hours 135 24.8
7–8 hours 35 6.4
Over 8 hours 29 4.4

Figure 2. Scree plot.

6 I. ARPACI AND O. ASLAN



“Information Security Awareness Scale” (ISAS)
The ISAS consists five factors and 18 items.46 The 
five-point scale was rated from “1 = strongly dis-
agree” to “5 = strongly agree.” Cronbach’s alpha of 
the total scale was reported as .839. While 
Cronbach’s alpha of the ISAS was calculated as .938 
in the present study.

Factorability and reliability
Bartlett’s test (χ2(DF = 231) = 6129.443, p < .001) and 
“K-M-O measure of sampling adequacy” (.970) results 
confirmed factorability of the study data. 
Communalities were ranged between .444 and .632. 
Communalities higher than .30 were considered 
significant.45 Factor loadings were ranged between 
.624 and .778, which were greater than the minimum 
threshold of .40.44 Cronbach’s alpha value was calculated 
as .952 in the second study. This value is much greater 
than the threshold value of .70.47

Confirmatory factor analysis
CFA was conducted by using SPSS AMOS to test the 
measurement model. The results indicated a good fit 
between the study data and measurement model: 
[x2 = 576.31, DF = 209, x2/DF = 2.757, GFI = .900, 
AGFI = .878, TLI = .932, CFI = .939, IFI = .939, 
SRMR = .0366, RMSEA = .059 LO90 = .054, 
HI90 = .065, PCLOSE = .004]. The model-fit estimates 
were within thresholds proposed by Kline (2005). This 
indicated that one-factor structure was the optimal model.

Concurrent validity
Concurrent validity, which is a type of criterion-related 
validity, was evaluated by Pearson correlation analysis 
between the “Cybercrime Awareness on Social Media 
Scale” (CASM-S) and “Information Security Awareness 
Scale” (ISAS). The correlation between CASM-S and 
ISAS was statistically significant (r = .855, p < .001). 
The high correlation between these scales revealed that 
individuals with higher scores in CASM-S more likely to 
have a greater level of awareness on information 
security.

Item-discrimination analysis
An item-discrimination analysis was conducted by using 
the high-low-27-per-cent group method. An “indepen-
dent sample t-test” was used to distinguish the 27% 
highest (M = 105.10, SD = 2.26) and 27% lowest 
(M = 66.9, SD = 13.4) group. The results indicated that 
the scale had a sufficient discriminating power 
t (270) = 38.206, p < .001.

The study further investigated gender differences in 
the total scores obtained by the proposed scale. Total 
scores in the scale ranged between 22 and 110 in which 
male (N = 281, M = 86.22, SD = 17.16) scored lower on 
the scale than did female (N = 219, M = 90.31, 
SD = 15.47). The “independent sample t-test” results 
revealed a statistically significant difference between 
female and male participants (t (498) = 2.754, p = .006. 
The results showed that females have a greater level of 
cybercrime awareness on social media.

Table 3. Pattern matrix and descriptive statistics.
Items Mean SD Communality Factor Loading Alpha if Item Deleted Skew. Kurt.

Item1 4.15 1.08 .556 .746 .954 −1.117 .384
Item2 4.15 1.04 .543 .737 .954 −1.064 .405
Item3 4.08 1.04 .471 .686 .955 −.957 .152
Item4 4.11 1.07 .510 .714 .955 −1.126 .601
Item5 4.13 1.03 .599 .774 .954 −.969 .207
Item6 3.99 1.05 .429 .655 .955 −.790 −.145
Item7 4.08 1.09 .570 .755 .954 −.999 .113
Item8 4.09 1.07 .574 .758 .954 −.995 .232
Item9 4.02 1.09 .465 .682 .955 −.958 .172
Item10 3.99 1.07 .506 .711 .955 −.941 .247
Item11 4.06 1.04 .510 .714 .955 −.940 .169
Item12 3.98 1.09 .453 .673 .955 −.867 −.026
Item13 4.09 1.02 .556 .746 .954 −1.062 .630
Item14 4.09 1.00 .621 .788 .954 −.897 .115
Item15 4.20 1.04 .625 .790 .954 −1.200 .690
Item16 4.11 1.07 .554 .744 .954 −1.083 .366
Item17 4.10 1.07 .492 .702 .955 −1.122 .637
Item18 3.99 1.05 .461 .679 .955 −.830 .030
Item19 4.15 1.04 .563 .750 .954 −1.084 .492
Item20 4.13 1.05 .560 .748 .954 −1.059 .353
Item21 4.06 1.01 .499 .706 .955 −.974 .462
Item22 3.95 1.07 .434 .659 .955 −.833 .000
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Discussion and conclusion

Cybercrime is a type of crime committed by using elec-
tronic devices through Internet access against organiza-
tions or individuals.48 Nzeakor et al.49 reported that the 
amount of cybercrime victimization is much greater 
than the number of conventional crimes and cybercrime 
victimization rates of identity theft, online credit card 
fraud, phishing, and unauthorized access to accounts are 
increasing on daily basis. Prior findings indicated that 
cybercrime victimization rates are higher in undeve-
loped countries, highlighting the need for prevention 
interventions in those countries.50

Global cybersecurity agenda defined seven strategic 
goals toward curbing cybercrime scourge, including 
institutional/organizational, technical, legal, interna-
tional cooperation, law enforcement/capacity building, 
public awareness strategies, and public–private 
partnership.50 Hadlington51 argued that there is 
a positive correlation between cybercrime awareness 
and cybercrime control and prevention. On the other 
hand, the review of the existing literature indicated that 
there was no scale available to measure users’ cybercrime 
awareness level on social media platforms. Accordingly, 
this study focused on developing a scale for measuring 
the level of cybercrime awareness on social media.

The present study evaluated psychometric character-
istics of the scale based on data obtained from 1045 social 
media users. The EFA was used to identify factor structure 
of the proposed scale. The results suggested that the scale 
has a one-factor structure and an adequate internal relia-
bility (α = .957). The factor structure of the CASM-S was 
confirmed by conducting a CFA. The results revealed the 
one-factor model fits the study data well (x2/DF = 2.757, 
CFI = .939, SRMR = .0366, RMSEA = .059). Further, the 
study evaluated the concurrent validity of the scale by 
investigating correlation between the CASM-S and ISAS 
(r = .855, p < .001). The item discrimination analysis 
indicated that the proposed scale had a sufficient discri-
minating power. Finally, there was a statistically signifi-
cant difference between male and female participants, 
where females have a greater level of cybercrime aware-
ness on social media. This finding therefore calls for more 
effective cybercrime awareness campaign targeted at male 
users on social media.

Altogether, these findings revealed that CASM-S is 
a valid and reliable instrument to measure users’ cyber-
crime awareness level on social media. The scale relies on 
22 Likert items and total score can range between 22 to 
110. The higher scores on the proposed scale reflect 
higher levels of cybercrime awareness on social media 
platforms. The scale has a unidimensional factor structure 
and there are no reverse-scored items. While using the 

proposed scale in a future study, the researchers should be 
careful about social desirability bias since the scale 
includes self-reported items to measure a sensitive topic.
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Appendix. Cybercrime Awareness on Social Media Scale 
(CASM-S)

(1) “It is a crime to break into someone else’s social media 
account without permission.”

(2) “It is a crime to share personal data with third parties 
without the user’s knowledge.”

(3) “There is a punishment for the violation of investigation 
confidentiality on social media.”

(4) “It is a crime to promote the use of harmful substances 
on social media.”

(5) “Posts that support terrorist organizations on social 
media constitute a crime.”

(6) “Unfounded political and military posts on social media 
constitute a crime.”

(7) “It is a crime to sell illegal (fake or stolen) products on 
social media.”

(8) “It is a crime to direct individuals to illegal sites through 
links on social media.”

(9) “Illegal betting/gambling on social media is a crime.”
(10) “Sharing copyrighted works on social media is a crime.”
(11) “I know that using insulting expressions on social media 

is a crime.”
(12) “It is a crime to record video or audio on social media 

without permission.”

(13) “It is a crime to reveal secrets related to confidential 
duties on social media.”

(14) “I know that it is a crime to gain unfair advantage 
through illegal posts on social media.”

(15) “I am aware that harassing another person on social 
media is a crime.”

(16) “I am aware that cyberbullying on social media is a crime.”
(17) “I am aware that sexual content will not be shared on 

social media.”
(18) “Sharing violent images on social media is a crime.”
(19) “I know that it is a crime to spread malicious software 

using social media.”
(20) “It is necessary to file a criminal complaint against those 

who violate the privacy of individual life on social media.”
(21) “I am aware that fake news spread on social media con-

stitute a crime.”
(22) “Share of unlicensed software on social media is a crime.”

Scoring: The CASM-S has 22 items which rated on a “five- 
point Likert-type scale” ranging from “strongly disagree (1)” 
to “strongly agree (5).” The scale has a unidimensional factor 
structure and there are no reverse-scored items. Total scores 
can range between 22 to 110, a higher score shows a greater 
level of cybercrime awareness on social media.
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