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Artcile Histor Abstract

The purpose of this study is to develop a scale for university students
Gelis: 10.06.2020 to determine information security awareness levels. The categories and
Kabul: 06.04.2021 the 1r1.dlcators relat(.ed to 1nf0rr.nat10n secur.lty awareness .were
determined by the literature review. A question pool of 90-items
related to the categories and the indicators was generated. Next, 23
field experts evaluated the draft scale form for the content validity.
After that, the 67-point scale, which was redesigned in line with expert
assessments, was practiced to the students studying at Ankara
University. As a result of exploratory factor analysis, it was
Consciousness-Raising determined that the scale consists of 34 items and 4 subscales (‘privacy
and safe browsing', 'attacks and threats’, ‘general security’ and
‘cyberbulling’).A confirmatory factor analysis with the data of the
University Students second group of 156 participants was performed at the following stage
of the study, and the structure with four factors was confirmed. At the
end of the construct validity analysis, the scale consists of four factors
and 34 items, and the total variance that it can explain is 50,42%. The
Cronbach Alpha internal consistency coefficient and the Spearman-
Brown split-half reliability coefficient were calculated to confirm the
Research Article reliability of the scale. Besides, the significance of the differences
between the upper and lower 27 % group item averages was examined
using the corrected item-total correlation and t-test. The Cronbach
alpha internal consistency coefficient was 0.949 and the Spearman-
Brown split half reliability coefficient was 0.861 for the whole scale,
while it was calculated as PSB: 0.927/0.833, AT: 0.923/0.871, GS:
0.821/0.801, and CS: 0.898/0.887 for the sub-scales, respectively. All
DOL findings show that a high reliability and validity scale that can be used
http://dx.doi.org/10.29228/]ASSS.44135 to determine the levels of information security awareness of university
students was obtained.
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Bu calismanin amaci, bilgi giivenligi farkindalik diizeylerini
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Accepted: 06.04.2021 gelistirmektir. Bilgi giivenligi farkindaligina iliskin kategori ve
Published Online: 30.06.2021 gostergeler alanyazin taramas: ile tespit edilmistir. Kategori ve

gostergelere iliskin 90 maddelik soru-havuzu olusturulmustur.

Daha sonra, taslak oOlgek formu, kapsam gecerligi icin 23 alan

Anahtar Kelimeler| - 9 . .
uzmaninin goriisiine sunulmustur. Uzman degerlendirmeleri

Farkindalik cercevesinde yeniden diizenlenen 67 maddelik Olgek, Ankara

Bilinclendirme Universitesinde 6grenim goren ogrencilere uygulanmistir.

Agimlayic faktor analizi sonucunda, Olgegin 34 madde ve 4 alt

boyuttan ('mahremiyet ve giivenli gezinme', 'saldir1 ve tehditler’,
'genel giivenlik' ve 'siber giivenlik' ) olustugu belirlenmistir.

Bilgi Giivenligi
Universite Ogrencileri

Olgek Gelistirme Calismanin bir sonraki asamasinda, 156 kisiden olusan ikinci grup
verileriyle ile gerceklestirilen dogrulayic faktor analizi sonucunda
gelistirilen olgegin 4 faktorlii yapist dogrulanmistir. Yap1 gegerlik
analizi sonunda 6lgek dort faktor ve 34 maddeden olusmakta olup
aciklayabilecegi toplam varyans% 50,42'dir. Olgegin biitiiniine ait
Cronbach alfa i¢ tutarlik katsayisi ve Spearman-Brown iki yarn test
giivenirlik katsayis1 hesaplanmistir. Ayrica diizeltilmis madde-
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1. INTRODUCTION

The speed of developments in information and communication technologies has added new
dimensions to interaction among people (Berman, 2004; Jeeger, 2018; Runtuwene, Mege, Palilingan, and
Batmetan, 2018). Consequently, the acceptability, perception, and effects of new technologies entering
human life have also changed depending on the social structure and time. With the widespread use of
information and communication technologies and the Internet, the increase in web-based online
applications cause security gaps in parallel. Therefore, the duty of ensuring information security has
become everyone's responsibility in the society (Tsohou, Kokolakis, Karyda and Kiountouzis, 2008;
Acilar, 2009; Vural & Sagiroglu, 2011; Giildiiren, 2015; Wilson, 2016; Giildiiren, Cetinkaya & Keser,
2017).

Information Security essentially represents a practice of preventing unauthorized access, use,
disclosure, disruption, modification, inspection, recording or destruction of information. It consists of
three primary elements referred to as confidentiality, integrity, and accessibility (Puhakainen, 2006). If
any of these three primary elements are damaged, a security weakness occurs. Information is an
indispensable and valuable asset for people and organizations. Thus, security is vital to guard
information. Moreover, the technologies that are continually developing and used for information
processing pose a risk. Information systems are also becoming global today. As a result, all individuals
and institutions which have a direct or indirect relationship with information systems should now
contribute to information security (Vardal, 2009; Vural & Sagiroglu, 2011; Wilson, 2016; Jeeger, 2018). It
is impossible to eliminate the information security risks caused by human error. However, with a well-
planned awareness training, security risks can be maintained at a satisfactory level (Kruger and
Kearney, 2006; Vural, 2007; Acilar, 2009; Sahinaslan, Kandemir & Sahinaslan, 2009; Vardal, 2009;
Giilmiis, 2010; Runtuwene, Mege, Palilingan, and Batmetan, 2018 ).

Kruger and Kearney (2006) describe information security awareness as understanding its
importance through users, understanding personal responsibilities, and performing actions that are
compatible with institution procedures. According to Furnell and Clarke (2012), the technology
dimension does not ensure a preserved environment for information security. Therefore, end-users
carry out a key role in the concept of information security.

Experts develop technology-based solutions like international standards, intrusion
detection/prevention systems, antivirus software and firewalls to ensure information security. But it is
still human who uses these technologies. At this point, while experts provide solutions to the problems
with a technology-based perspective to ensure information security, they overlook the human factor
(Chen, Shaw and Yang, 2006; Rezgui and Marks, 2008; Kjorvik, 2010; Oztemiz and Yilmaz, 2013). As a
result of developing technologies, possible security weaknesses are gradually decreasing, and the whole
view focuses on human errors. Therefore, the weakest link of the institution and personal information
security is the human factor (Kritzinger & Smith, 2008; Veiga, 2008; Mahabi, 2010; Penmetsa, 2010). At
this point, it shows the problem of information security cannot be corrected only with technology-based
methods by overlooking the human factor. The most efficient solution to prevent possible threats is the
awareness of people and the use of security technologies in the right place at the right time (Siponen,
2001; Mathisen, 2004; Puhakainen, 2006; Albrechtsen, 2007; Sahinaslan, Kantiirk, Sahinaslan &
Borandag, 2009; Al-Shehri, 2012). It is never possible to eliminate the information security risks related
to the human factor. However, with a well-planned awareness activity, security risks can be brought to
a satisfactory level (Kruger and Kearney, 2006; Vural, 2007; Sahinaslan, Kandemir & Sahinaslan, 2009;
Vardal, 2009; Giilmiis, 2010; Wilson, 2016; ; Jeeger, 2018).

Today, every individual (information owner, information user, or information system
administrator) who carries out an active role in information systems is responsible for ensuring
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information security (Straub and Welke, 1998; Thomson and von Solms, 1998; Siponen, 2000;). In this
case, its level depends on the sensitivity that all users show. In other words, user awareness is of critical
importance in establishing it (Rotvold, 2008; Furnell and Clarke, 2012).

On the hand, electronic applications produced as a result of developments in information and
communication technologies, facilitate the functioning of life, but on the other, they bring new security
threats and new crime types (Giilmiis, 2010). The interest in information security in the last 15-20 years
has increased tremendously in our country as it has in the world. As a result, research on this subject
has increased in our country. The researches on information security deal with the problems frequently
from a technological perspective and overlook the human factor (Chen, Shaw and Yang, 2006; Rezgui
and Marks, 2008; Kjorvik, 2010). It is impossible to assure the security of the institutional and personal
information only with technical security measures (Rezgui and Marks, 2008). Furthermore, institutions
and individuals must have information security awareness.

The findings of the literature review also approve higher education institutions are not in a
remarkably excellent condition in terms of awareness of information security (Cox, Connolly and
Currall, 2001; Rezgui and Marks, 2008; Vardar, 2009; Giildiiren, 2015). The researches explain that
higher education institutions are one of the risky places in the world in terms of it (Foster, 2004; Rezgui
and Marks, 2008; Mahabi, 2010; Tekerek & Tekerek, 2013; Yildirim & Varol, 2013). The investigations
show that there are many insufficiencies and vulnerabilities in the information systems of higher
education institutions (Rezgui and Marks, 2008; Mahabi, 2010). Information and informatics systems
security studies obtain a necessity for higher education institutions as it does in other organizations. 435
higher education institutions participated in the research conducted by the University of Wisconsin in
the USA (Caruso, 2003; Haeussinger and Kranz, 2013). The findings were determined that only one-
third of the institutes participating in the survey provided information security awareness training for
students and staff.

According to the Higher Education Institution Statistics (Y(")K,2020), as of January 2020, about 8
million 76 thousand 615 students are attending school this fall. The YOK also reports that there are 170
thousand 561 faculty members currently in Turkey. That is over 8.25 million students and faculty
members spending their time inside schools, on their Wi-Fi, online programs, and much more. Cyber-
criminals have higher education institutions in their crosshairs. According to some reports, higher
education accounted for 13 percent of all data breaches in 2019, with only the health and financial
sectors targeting higher rates. Higher education institutions confront unique threats in their data
security. Hackers directly target universities for the sensitive information stored in their systems.
Because the personal data of alumni, staff and faculty, academic studies, and cross-institutional
information become the targets of hackers. According to the research findings in our country, it is
possible to say that the conditions in our country are not better than the situation presented in this
study (Vardar, 2009; Karaoglan Yilmaz, Yilmaz & Sezer, 2014; Akgiin & Topal, 2015; Gokmen & Akgiin,
2015). Students studying at universities have to prioritize the issue of information security and educate
themselves on this issue. In this context, it is necessary to identify the level of information security
awareness of higher education students and the level of their deficiencies. In the literature review on
information security awareness, a study detailed by Kruger and Kearney (2006), which developed a
methodological approach to estimate information security awareness both abroad and for an
international mining company. There were no studies present on information security awareness for
higher education students at home. The studies are predominantly focused on those topics of
information security management systems, risk evaluation, information security awareness training,
and due diligence process regarding information security issues abroad and domestically. The studies
are predominantly conducted to determine the general situations. There was no study to determine the
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level of awareness of information security of the human element, expressed as the ‘weakest link” in
information security. This research aims to develop a scale that determines the information security
awareness level of university students and determining the pre-psychometric properties.

2. METHOD

This section includes explanations for the model, working group, development of scale form,
data collection and analysis processes used in the research.

2.1. Research Model

Balc1 (2009) describes the research model as the regulation of conditions that ensure economic
collection and analysis of data by the research objective, which guarantees to test research hypotheses
or answer research questions. For this purpose, a theoretical scale development model proposed by
Yurdagiil (2005) was used to develop an information security awareness scale for university students.
Workgroup features and scale development work phases presented in subheadings.

2.2, Participants

Guilford (1954) and Kline (1994) emphasize that a sample of at least 200 participants is
satisfactory to extract reliable factors in scale development studies. Similarly, the sample size can be
determined based on the number of items or factors. While Nunnally (1978) and Kline (1994) suggest
the sample size as ten times the number of items, Tavsancil & Keser (2002) suggest it is within five and
ten times. As a general rule, at least 300 sample sizes are appropriate for a factor analysis (Tabachnick &
Fidell, 2007; Cokluk, Sekercioglu & Biiyiikoztiirk, 2010). In this study, a particular attention was paid to
the number of observations so that they it does not fall below the minimum number of observations to
determine the psychometric feature of the scale with the least error.

The literature recommends conducting Exploratory factor analysis (EFA) and Confirmatory
factor analysis (CFA) using different samples (Cakmak, Kili¢, Cebi & Kan, 2014; Ilhan & Cetin, 2014).
Accordingly, the factor analyses (EFA and CFA) were performed on data from different participant
groups. The measuring tool was developed through the data collected from the students studying in
separate departments of Ankara University. The fundamental assumptions of multivariate statistics
were examined before EFA. As a result of the examination, it determined that a total of 442 forms filled
by the students were suitable for statistical analysis. 291 (65.84%) of the students were female, and 151
(34.16%) were male. 162 of the students (36.65%) were 1st grade, 34 (7.69%) were 2nd grade, 43 (9.73%)
were 3rd grade and 203 (45.93%) were 4th grade. 93 (21.04%) of the students were from The Computer
Education and Instructional Education Program, and 61 (13.80%) of them were from The Guidance and
Psychological Counseling Program, 54 (12.22%) of them were from The Early Childhood Education
Program, and 52 (11.76%) of them were from The Social Sciences Teacher Education Program, and 51
(11.54%) of them were from The Primary School Teacher Education Program, 131 (29.64%) of them
were from other programs (Turkish Teaching, Mathematics Education, Nursing, Applied English and
Translation Programme, Public Administration, Business Administration). CFA was carried out in
printed form through the data from the other public and foundation university (Gazi, Hacettepe,
ODTU, Yildirim Beyazit, Baskent and TOBB) students in Ankara. The fundamental assumptions of
multivariate statistics were examined before CFA. As a result of the examination, it determined that a
total of 156 forms filled by the students were proper for statistical analysis.

2.3. Scale

The items in the scale were discovered on a theoretical basis to refer to all possible sub-
dimensions of the measured structure (Tezbasaran, 2008). The literature review was conducted before
determining the scale items and developing the trial form. The categories and indicators related to
information security awareness were determined by the literature review. A question pool of 90-items
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related to the categories and indicators was generated. As the response format, the 5-point Likert scale
ranging from ‘strongly disagree’ to ‘strongly agree’” was used.

The scale validity (construct, and content) was investigated. Lawshe (1975) technique was
applied in order to analyze the content validity. A total of 23 field experts (on educational technologies,
measurement, and assessment) assessed the 90-items draft scale. The draft scale was evaluated to
measure the level of information security awareness, the relationship with the sub-dimension and the
clarity of expression. The content validity indexes (CVI) were calculated by summing up the scores
provided by the experts for each item. CVI was compared with the content validity criterion (CVC).
Veneziano and Hooper (1997) converted CVC into a table. The statistical significance of the CVI was
analyzed with the CVC (CVC20=0.42, a<0.05). In line with expert advice, some items were reviewed,
and 23 items beneath CVC were removed from the draft scale form. The content validity index of the
67-item scale developed was 0.89. Later a Turkish language expert analyzed the scale for a linguistic
evaluation. After the arrangements, a pilot study was conducted with a group of university students to
get feedback on the scale items and the time it took to complete the scale. The primary dataset not
included data from this group of students (n=25). Next, the 67-item scale was finalized to apply it to the
principal participants.

2.4. Data Analysis

The construct validity (factor structure) of the scale was examined by way of exploratory factor
analysis (EFA). It was aimed to discover the latent structures measured by the scale items with this
analysis (Biiytikoztiirk, 2011). Confirmatory factor analysis (CFA) was then performed to determine the
compliance level of the determined factor structure. The factor analyses (EFA and CFA) were
performed after ISAS was applied to the first group of participants.

The reliability of the data obtained using scale was analyzed using Cronbach’s alpha and
Spearman-Brown Split-half parallel reliability correlations. The top 27 percent and the bottom 27
percent of participants which compared and adjusted item-total correlations were calculated to examine
the discriminatory power of the items. SPSS 17.0 and Lisrel 8.57 package programs were used for
statistical analysis.

3. FINDINGS

In this part of the study, the findings and comments obtained from the research are discussed
under the subheadings. EFA and CFA were applied respectively to test the construct validity. These
analysis steps are presented under separate headings.

3.1. Exploratory Factor Analysis

At this stage of the research, EFA was performed with the data obtained from the first group of
participants. In the literature, it is recommended to check the data before analysis. The sample size is
the most crucial requirement for EFA. In the factor analysis, it is declared as a general rule that at least
300 sample numbers are relevant (Tabachnick & Fidell, 2007; Cokluk vd., 2010). The sample size of the
first group of 442 participants for EFA was satisfactory. Kaiser-Mayer-Olkin (KMO) test is performed to
test the compatibility of the data structure for factor analysis in terms of sample size. Bartlett's test of
sphericity is performed to determine whether the data come from the multivariate normal distribution.
If the value for the sample size is less than 0.50, it is interpreted that the test cannot be continued and if
it is above 0.90, it is interpreted as ‘perfect’ Tavsancil, 2005; Cokluk et al. 2010). EFA was executed with
the first group data. Before the analysis, the data compatibility was analyzed with Barlett's test of
Sphericity and KMO test (Tabachnick and Fidell, 2007; Cokluk et al. 2010). The KMO test value of the
scale was 0.947. This finding can be evaluated as the data structure is perfectly sufficient for a factor
analysis. Similarly, as a result of the analysis Bartlett’s test of sphericity was significant at the 0.01 level
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(x2=19739.220 df=2211 p=0.000). This finding means that the data came from the multivariate normal
distribution and therefore another criterion of factor analysis was met (Tabachnick and Fidell, 2007).
Analysis results show that the data is appropriate for EFA. While determining the number of factors
according to the Kaiser-Guttman principle, the line graph of the eigenvalues that were greater than one,
the factor eigenvalues and the variance rates they explained were examined (Zwick & Velicer, 1986). In
EFA, factors with eigenvalues of one and above are considered stable (Biiyiikoztiirk, 2002; Cokluk vd.,
2010). To decide on the structure of the factors, the solution proposed should be theoretically-based
(Zwick & Velicer, 1986). It is sufficient that the variance explained in single factor patterns is 30 percent
or more. In multi-factor scale structures, the variance explained in the social sciences is considered to be
sufficient between 40 percent and 60 percent (Tavsancil, 2005). There are two types of ways to increase
the variance described. The first is to increase the number of important factors, and the second is to look
for a higher factor load in item selection (Biiyiikoztiirk, 2011). EFA can be conducted using multiple
factorization techniques (MFA). The principal component analysis (PCA) is more robust in
psychometric terms among MFA. Therefore, the PCA was used for factorization in this study.

With these principles, while starting the EFA analysis, the eigenvalue was accepted as 2 and the
factor load value as 0.55. As a result of EFA, the scale was collected under 4 factors (eigenvalue> 2). The
variance explained by these factors was 50.42%. During AFA, the items that made up the factors were
evaluated in terms of the degree of cross-loading and factor load values. In multi-factor patterns, items
with cross-loading and low factor load-values can be combined. Although it is not a definite rule, the
item removal process is expected to start with cross-loading items(Cokluk et al. 2010). The cross-loading
and low factor load-value items were removed from the scale and EFA was repeated 15 times. The
factor load values and common factor variance related to the items which were the result of EFA are
presented in Table 1.

When Table 1 is examined, it can be seen that the first sub-factor consists of 15 items. The factor
load values of this sub-factor ranges from 0.56 to 0.67. In the same way, common factor variances for
these items are between 0.47 and 0.57. The second sub-factor consists of 10 items. The factor load values
of this sub-factor ranges from 0.57 to 0.75. In the same way, common factor variances for these items are
between 0.43 and 0.67. The third sub-factor consists of 6 items. The factor load values of this sub-factor
ranges from 0.55 to 0.76. In the same way, common factor variances for these items are between 0.38
and 0.67. The fourth sub-factor consists of 3 items. The factor load values of this sub-factor ranges from
0.75 to 0.77. In the same way, common factor variances for these items are between 0.68 and 0.80. It can
be said that the highest contribution to the total variance was made by the 35th item (factor load = 0.77
and common factor variance = 0.80). It can be stated that the lowest contribution to the total variance
was made by the 3rd item (factor load = 0.55 and common factor variance = 0.38).
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Table 1. Factor Loadings and Common Factor Variance
F1 Item FL CFV |F2 Item FL CFV |F3 Item FL CFV |F4 Item FL CFV

B52 0,67 0,57 B31 0,75 0,67 B17 0,76 0,67 B35 0,77 0,80
B54 0,66 0,57 B26 0,74 0,64 B16 0,70 0,53 B36 0,75 0,74
B55 0,66 0,50 B32 0,74 0,64 BI18 0,68 0,57 B34 0,75 0,68

& B53 065 051 B30 0,72 0,59 B15 0,67 0,48

£ B50 065 056 | £ B33 070 060 | , Bdd 056 048 |

S B67 064 052 | 8 B25 067 061 § B03 055 038 | &

& B56 062 050 | B B29 067 054/ 8 =

G BS8 062 057| § B28 065 0,63 | o A

T B57 062 050 | £ B2 062 043 § 3

S BS9 061 054| § B2 057 056 | § >

S B66 0,60 049 | <

£ B60 059 0,51

B49 0,58 0,48
B65 0,58 0,51
B51 0,56 0,47
Eigenvalue: 9,11 Eigenvalue: 8,50 Eigenvalue: 6,46 Eigenvalue: 2,66

ETV 17,18 ETV 16,03 ETV 12,20 ETV 5,01
* Factor load values less than 0.55 are not shown in the table. Explained Total 50.42
Variance: ~ '

FL: Factor Loadings, CFV: Common Factor Variance, ETV: Explained Total Variance

The total variance that the first sub-factor can explain is at the level of 17.18%. It has been
identified as 'privacy and safe navigation' considering the item contents and literature. The total
variance that the second sub-factor can explain is at the level of 16.03%. It has been identified as 'attacks
and threats' considering the item contents and literature. The total variance that the third sub-factor can
explain is at the level of 12.20%. It has been identified as 'general security' considering the item contents
and literature. The total variance that the third sub-factor can explain is at the level of 5.01%. It has been
identified as 'cyberbullying' considering the item contents and literature.

The total variance explained by the four-factor structure is 50.42%. The variances explained in
the social sciences in multi-factor systems are considered to be satisfactory between 40% and 60%
(Tavsancil, 2005). Based on this criterion, the four-factor scale structure achieved was found satisfactory
for surveying university students ' information security awareness. The factor loadings remained above
0.55 for all thirty-four items on the scale. In the literature, items with a factor loading of 0.45 and above
are considered as items that should be strictly kept on the scale (Kline, 2000: 167-168; Biiyiikoztiirk,
2011: 124). Based on this criterion, it was decided that the scale should include all thirty-four items
under four factors.

3.2 Confirmative Factor Analysis

CFA was performed to evaluate the covariance structure analysis of the model discovered by
exploratory factor analysis (Kline, 2005). CFA was performed to evaluate the covariance structure
analysis of the model discovered by EFA (Kline, 2005). The analysis was conducted through the data
from the second group to validate the results of the EFA and to test the theoretical constructed scale
model. Chi-square goodness fit and other fit indices were examined to evaluate the model fit. In this
study, root mean square error of approximation (RMSEA), goodness of fit index (GFI), adjustment
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goodness of fit index (AGFI), root mean square residuals (RMR), standardized root mean square
residual (SRMR), comparative fit index (CFI), normed fit index (NFI), non-normed fit index (NNFI),
incremental fit index (IFI), relative fit index (RFI), parsimony normed fit index (PNFI), parsimony
goodness of fit index (PGFI), Akaike information criterian (AIC-Model), consistent Akaike information
criterion (CAIC-Model), expected cross-validation index (ECVI-Model), and chi-square goodness of fit
test were examined for CFA.

The goodness of fit indices reached without any tests on the model and before the proposed
modification suggestions are as follows: [x2/df=3.190 (p=.00); RMSEA= 0.119; GFI= 0.610; AGFI= 0.560;
RMR= 0.150; SRMR= 0.097; CFI= 0.920; NFI= 0.880; NNFI= 0.910; IFI= 0.920; RFI= 0.880; PNFI= 0.082;
PGFI= 0.540; AIC Model= 1809.890; CAIC Model= 2109.580; ECVI Model= 11.680]. As a result of the
analysis, six modification suggestions among B67-B66, B56-B55, B26-B25, B50-B49, B28-B27, B33-B32
items were taken into consideration. Theoretically, these items measure similar situations. Therefore,
modification suggestions were applied sequentially.

After the modification suggestions, the goodness of fit indices for the model was formed as
follows: [x2/df=2.381 (p=.000); RMSEA= 0.094; GFI= 0.680; AGFI= 0.630; RMR= 0.140; SRMR= 0.093; CFI=
0.950; NFI= 0.910; NNFI= 0.940; IFI= 0.950; RFI= 0.900; PNFI= 0.083; PGFI= 0.590; AIC Model= 1386.130;
CAIC Model= 1710.12; ECVI Model= 8.94]. Figure 1 presents the structural equation model for the four-
factor structure. Table 2 presents the t and R2 (multiple correlation coefficient) values for the scale
items. Table 3 presents the measurement model and standardized values obtained as a result of CFA.

Table 2. t and R2 Values of the Items
F1 Item t R2 |F2 Item t R2 |F3 Item t R?2 |F4 Item t R2

B49 798 0.36 B22 6.46 0.25 B03 749 0.33 B34 11.78 0.64
B50 8.08 0.37 B25 7.68 0.34 B15 8.03 0.37 B35 14.41 0.83
B51 6.81 0.28 B26 9.75 0.49 Bl6 11.16 0.60 B36 14.01 0.81
B52 820 0.38 B27 818 0.38 B17 13.86 0.80

B28 899 0.44 B18 13.22 0.75
B29 10.30 0.53 B44 855 041
B30 12.68 0.71
B31 12.32 0.68
B32 11.50 0.62
B33 10.87 0.58

B53 9.97 0.51
B54 10.18 0.52
B55 9.09 0.44
B56 9.68 0.49
B57 10.20 0.53
B58 9.05 0.44
B59 9.75 0.49
B60 9.22 0.45
B65 9.52 047
B66 9.38 0.46
B67 851 0.40
p<0.01 (all t values are above 2.56)

Privacy and Safe Browsing
Attacks and Threats
General Security
Cyber Bullying
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Figure 1. Model and Standardized Values Obtained as a Result of CFA.
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The fit indexes presented in Table 3 were analyzed by considering the cut-offs that indicated a good
fit and acceptable fit of the model. The findings show that Chi-Square goodness of fit has a value of 2.381
(below 2.5 for small samples, perfect fit, Kline, 2005; Cokluk vd., 2010). It is observed that the calculated
RMSEA value is 0.094 ( acceptable fit, Joreskog & Sorbom, 1993; Brown, 2006). It can be declared that the
model provides a weak fit for GFI value 0.680 and AGFI value 0.630 (GFI, AGFI > .90 perfect fit, GFI> .85 and
AGFI>.80 acceptable fit; Joreskog & Sorbom, 1993). Likewise, the model's RMR value indicates a weak fit for
0.140, while the SRMR value is 0.093. A value less than 0.010 indicates an acceptable fit (Byrne, 1994; Brown,
2006). When the literature is examined, it is emphasized that these index values are affected by the sample
size (Simsek, 2007:48). In this context, the goodness of fit indices adjusted for sample size effects were
examined (CF, NFI, NNF]I, IF], RFI and PNFI). CFI and IFI values are greater than 0.95 (CFI, IFI>= 0.95 perfect
fit; Stimer, 2000; Thompson, 2004). NFI and RFI values are greater than 0.90 (NFI, RFI>= 0.90 perfect fit;
Siimer, 2000; Thompson, 2004). NNFI and PNFI values indicate acceptable fit ( NFI< 0.95 and PNFI >= 0.80
acceptable fit; Stimer, 2000; Thomson, 2004). Similarly, Akaike information criterion (AIC), consistent Akaike
information criterion (CAIC), and expected cross-validation indices (ECVI) confirm the model fit. As a result
of confirmatory factor analysis, AIC value (1386.13 <13006.77), CAIC value (1710.12 <13144.47) and ECVI
value (8.94 <83.91) were calculated respectively (Erkorkmaz, Etikan, Demir, Ozdamar & Sanisoglu, 2013).

Table 3. Examined Fit Indexes and Calculated Values

Fit Indexes NV AV Ccv Results
X2 - Chi-Square p>0.05 1226,12
df - Degrees of Freedom 515
X?/df - Chi-Square Goodness of Fit <250 3<X?/df<5 2,381 PF
RMSEA - Root Mean Square Error of <0.05 0.05< RMSEA<.010 0,094 AF
Approximation
GFI - Goodness of Fit Index >=0.90 0.85<GFI<0.90 0,680 WE
AGFI - Adjusted Goodness of Fit Index >=0.95 0.85<AGFI<0.95 0,630 WEF
RMR - Root Mean Square Residuals <0.05 0.05< RMR £.010 0,140 WE
SRMR - Standardized Root Mean Square <008 0.08< SRMR<010 0,093 AF
Residuals
CFI - Comparative Fit Index >=(0.95 0.95<CFI<1.00 0,950 PF
NFI - Normed Fit Index >=0.90 0.85 <NFI<0.90 0,910 PF
NNFI - Non-normed Fit Index >=0.95 90<NFI<.95 0,940 AF
IFI - Incremental Fit Index >=(.95 0.90<NNFI<0.95 0,950 PF
RFI - Relative Fit Index >=0.90 0.85 <RFI<0.90 0,900 PF
PNFI - Parsimony Normed Fit Index >=0.90 0.80 <RFI<0.90 0,830 AF
PGFI - Parsimony Goodness of Fit Index >=0.90 0.80 <RFI<0.90 0,590 WF
1386.13
AIC-Model - Akaike Information Criterion AIC Model < Independence AIC < A
13006.77
CAIC-Model - Consistent Akaike CAIC Model < Independence l710'12 A
Information Criterion CAIC 13144.47

ECVI-Model - Expected Cross-Validation
Index

NV: Normal Value, AV: Acceptable Value, HD: Calculated Value
PFE: Perfect Fit, AF: Acceptable Fit, WF: Weak Fit, A: Acceptance

ECVI < Independence ECVI 8.94<83.91 A
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The parameter values for the observed values are significant at the level of 0.05 if t values
exceed 1.96, and at the level of 0.01 if they exceed 2.56 (Cokluk vd., 2010:304). When the t values
presented in Table 2 are analyzed, it is calculated that all the values vary between 6.46 and 14.41 and are
significant at the level of 0.01 significance.

Another important criterion is the R2 value, which expresses the variance explained for each
observed variable, and reveals how much of the change in the latent variable can be explained (Simsek,
2007:86). When the t and R2 values of the model are examined, the highest contribution to the
assessment of the level of information security awareness is 35 (R2 = 0.83), 36 (R2 = 0.81), 17 (R2 = 0.80),
18 (R2 =0.75) and 30 (R2 = 0.75). It was observed that 22 (R2 = 0.25), 51 (R2 = 0.28), 03 (R2 = 0.33), 25 (R2
= 0.34) and 49. (R2 = 0.36) items provided the lowest contribution, respectively. These findings confirm
the findings obtained in EFA.

3.3. Reliability and Item Analysis

It is critical each item in the scale measures the desired feature and the level of competence in
distinguishing individuals. For this purpose, the first corrected item-total correlation values were
calculated. Secondly, independent samples t-test was applied for the upper 27 percent and lower 27
percent groups according to the total score. In addition, Cronbach alpha internal consistency coefficient
was calculated to determine the reliability of the scale. The analysis results are presented in Table 4.

According to the findings; the corrected item-total correlation values for the Privacy and Safe
Navigation' factor are ranged from r = 0.50 to r = 0.69. The corrected item-total correlation values for the
'Attacks and Threats' factor are ranged from r = 0.55 to r = 0.77. The corrected item-total correlation
values for the 'General Security' factor are ranged from r = 0.42 to r = 0.77. The corrected item-total
correlation values for the 'Cyber Bullying' factor are ranged from r = 0.74 to r = 0.86. As a proof of scale
item reliability, the corrected item-total correlation value is suggested as 0.30 and above (Nunnally &
Bernstein, 1994). When Table 2 is examined, it realizes that the corrected item-total correlation values
are higher than 0.30. These findings prove the reliability of the scale items. Besides, it is observed that
the t-test values for item average scores of the lower 27 percent and upper 27 percent groups ranged
between 5.49-20.49 and all of them are significant (p <.001). The average scores of all the items in the
upper 27 percent group are significantly higher than the average scores of the lower 27 percent group.
According to these findings, the items in the scale measure similar behavior and distinguish the
participants with different awareness levels significantly. The analysis results show that article 28 has
the highest discrimination, while article 15 has the lowest discrimination.

The Cronbach Alpha internal consistency coefficient was calculated to confirm the reliability of
the scale. In general, the reliability coefficient of 0.70 or higher is recognized as sufficient (Nunnally,
1978). The Cronbach alpha internal consistency coefficient was 0.949 for the whole scale, while it was
calculated as PSB: 0.927, AT: 0.923, GS: 0.821, and CS: 0.898 for the sub-scales, respectively. Spearman-
Brown split-half reliability coefficient was 0.861 for the whole scale, while it was calculated as PSB:
0.833, AT: 0.871, GS: 0.801, and CS: 0.887 for the sub-scales, respectively. All findings prove that the
scale provides satisfactory reliability. Besides, the height of the adjusted item-total correlation values
also proves the strength of the internal consistency of the scale.
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Table 4. Item Analysis Results

Lower Upper L;U CTIC
Sub-Factor Item %27 %27 007 )
X X 2, 3)
B49 2,35 420 14,69 0,62 <0.000
B50 2,40 423 1561 0,68  <0.000
B51 3,21 446 9,18 0,50  <0.000
B52 2,38 419 14,62 0,69 <0.000
B53 2,21 4,03 14,16 0,67  <0.000
B54 2,47 438 16,68 0,69  <0.000
B55 2,35 423 1525 0,67  <0.000
Privacy and Safe Browsing B56 2,33 423 1514 0,68 <0.000
B57 2,39 428 1568 0,67  <0.000
B58 1,96 4,06 1948 0,69  <0.000
B59 2,08 4,08 17,00 0,63  <0.000
B60 2,03 4,06 17,99 0,63  <0.000
B65 2,11 4,11 1566 0,62  <0.000
B66 2,14 4,18 1576 0,63 <0.000
B67 2,11 4,17 16,59 0,66 <0.000
321 B22 1,87 348 10,97 055  <0.000
B25 1,76 392 1842 0,70  <0.000
B26 1,66 371 16,89 0,75  <0.000
B27 1,94 4,14 19,60 0,70  <0.000
B28 1,87 4,09 20,49 0,77  <0.000
Attacks and Threats B29 203 393 1509 071  <0.000
B30 1,68 345 13,36 0,72  <0.000
B31 1,66 359 1540 0,76  <0.000
B32 1,60 335 13,44 0,73  <0.000
B33 1,66 332 12,12 0,68  <0.000
B0O3 3,39 433 686 042  <0.000
B15 3,68 437 549 052  <0.000
General Security B16 3,01 424 1023 0,66  <0.000
B17 2,87 436 13,79 0,77  <0.000
B18 2,81 429 1456 0,65  <0.000
B44 2,95 439 11,70 0,53  <0.000
B34 2,61 4,17 10,93 0,74  <0.000
Cyber Bullying B35 2,17 4,17 1439 0,86  <0.000
B36 2,18 395 12,49 0,80  <0.000
Cronbach's Split-half
Scale and sub-factors parallel
Alpha

reliability
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Information Security Awareness

Scale (ISAS) 49 0,861
Privacy and Safe Browsing

27
(PSB) 9 0,833
Attacks and Threats (AT) ,923 0,871
General Security (GS) ,821 0,801
Cyber Bullying (SB) ,898 0,887

CITC: Corrected item-total correlation

4. DISCUSSION AND CONCLUSION

The finding obtained from the literature review is that studies on information security are
predominantly directed towards information security and information security management systems.
These studies focus on raising the information security awareness of human, which is the weakest link.
The sources reviewed provide various recommendations and measures to be taken for information
security awareness. Within the scope of the reached resources, only one study was found to measure
the awareness abroad. Within the scope of the reached studies for the country; studies on faculty
members, teachers and secondary school students were found. Within the scope of this research,
primarily information security awareness categories and indicators were identified from the literature.
Based on the pool of items created, a new scale was developed to determine the level of information
security awareness of university students.

At the end of the construct validity analysis, the scale consists of four factors and 34 items, and
the total variance that it can explain is 50,42%. This total variance value is recognized as sufficient for a
multi-factor scale structure. The total variance explained by the first factor called ‘privacy and safe
browsing’ is 17.18 percent. The total variance explained by the second factor named as ‘attacks and
threats” is 16.03 percent. The total variance explained by the third factor called ‘general security’ is 12.20
percent. The total variance explained by the fourth factor called ‘cyberbullying’ is 5.01 percent. In the
item analysis, a strong relationship is determined between the adjusted item-total correlation scores.

The Cronbach Alpha internal consistency coefficient and the Spearman-Brown split-half
reliability coefficient were calculated to confirm the reliability of the scale. The Cronbach alpha internal
consistency coefficient is 0.949 and the Spearman-Brown split half reliability coefficient is 0.861 for the
entire scale. The values for each sub-factor are presented respectively: PSBand: 0.927 / 0.833, AT: 0.923 /
0.871, GS: 0.821 / 0.801, and CS: 0.898 / 0.887. The item analysis was conducted to examine the power of
predicting the total score and the power of discrimination of scale items. The scale should be considered
reliable considering the adjusted item-total correlation values and internal consistency coefficients
(5.49<=t<=20.49, p <.001).

The goodness of fit indexes and standard values revealed by the confirmatory factor analysis
indicate the fitness of the multi-factor structure reported by exploratory factor analysis. Especially
considering the X2/df, CFI, NF], IFL, RFI, AIC Model, CAIC Model, and ECVI Model values, it shows
that the structure has a perfect fit. Given the RMSEA, SRMR, NNFI and PNFI values, it reveals that the
structure has an acceptable fit. Given the GFI, AGFI, RMR, and PGFI values, it reveals that the structure
has a weak fit. When the literature is examined, it is emphasized that these index values are affected by
the sample size. At this point, it can be declared that it is due to the number of DFA samples used in the
research as a limitation. Therefore, it is concluded that the indexes that show a value below the
acceptable limit in the confirmatory factor analysis may be affected by the limitation of the research

group.
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Another limitation of the research is students who are reluctant to participate in such studies.
Not to devote enough time to the research subject and the intensive curriculum of the students is
considered as the reason for this situation. It is thought that this reluctance may also be effective in
some changes in the statistical parameters obtained as a result of the analyses. Besides, the size of the
study group can be considered as a limitation that may affect the values obtained by a factor analysis. It
is thought that it will be useful to review the factor structure of the scale on larger participant groups in
the future.

This study shows that the psychometric properties of the scale are valid and reliable. Typically,
students between the ages of 18 and 24 are high-risk and attractive targets for security attacks. It is
important to increase the awareness of university students about information security awareness to
avoid the risk of losses, misuses of personal data, identity falsification, information leakage, etc. The
awareness levels of university students can be determined with this scale in order to design the studies
for awareness education..
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